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SCHEDULE 1 - APPENDIX 1: DATA PROCESSING TERMS
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3. DATA PROCESSOR OBLIGATIONS
3.1. Liftshare Group acknowledges and agrees that where it Processes Personal Data for the Customer it will be
the Data Processor under this Schedule 1, Appendix 1 and that it shall:

311. keep all Personal Data it receives, stores and collects from the Customer strictly confidential (subject
to any confidentiality provisions in the Agreement). Liftshare Group must not disclose any Personal
Data to any third party without the express written permission of the Customer, except that it may
disclose the Personal Data to its employees, agents and sub-contractors (“Representatives”) who
need access to the Personal Data strictly in connection with discharging its obligations under this
Schedule 1, Appendix 1 or the Agreement and provided that such Representatives are made aware of
the confidential nature of the Personal Data and are expressly bound by adequate confidentiality
obligations;

3.1.2. not use the Personal Data for any purpose other than to perform its obligations under this Agreement;

3.1.3. ensure that all Personal Data it receives, stores and collects from the Customer is Processed in
accordance with this Schedule 1, Appendix 1 or as otherwise instructed in writing from time to time by
the Customer. Liftshare Group shall not Process the Personal Data for any other purpose, unless
required by law to which Liftshare Group is subject, in which case Liftshare Group shall to the extent
permitted by law inform the Customer of that legal requirement prior to responding to the request;

3.14. assist the Customer with any Data Subject access request (or purported Data Subject access request)
at the Customer’s cost;

3.1.6. where is it reasonably practicable and technically possible to do so, promptly carry out any written
request requiring Liftshare Group to amend, transfer or delete the Personal Data or any part of the
Personal Data made by the Customer during this Schedule 1, Appendix 1 at the Customer’s cost;

3.1.6. notify the Customer without undue delay or in any case within 48 hours upon Liftshare Group or any
sub-processor becoming aware of a breach affecting Personal data and at this time providing the
Customer with all sufficient information required to meet any obligation to notify the relevant data
protection authority or inform affected individuals under applicable Data Protection Laws; and

317. upon the Customer's request, provide reasonable supporting documentation regarding its
compliance with this Schedule 1, Appendix 1.

4. SECURITY

4]. Taking into account the state of the art, the costs of implementation, and the nature, scope, context and
purpose of Processing as well as the varying risks to rights and freedoms of natural persons, the parties
warrant that for the duration of this Schedule 1, Appendix 1 they will implement administrative, technical and
physical safeguards reasonably appropriate to ensure the security and confidentiality, and protect against
the unauthorised or accidental destruction, loss, alteration, use, or disclosure, of Personal Data and other
records and information of clients or employees and to protect against anticipated threats or hazards to the
integrity of such information and records.

5. SUB-PROCESSING

5. Liftshare Group must obtain the Customer’s prior written consent before disclosing any Personal Data to any
Liftshare Group Affiliates or any third party appointed to Process Personal Data on behalf of Liftshare Group
(sub-processors) related to this Schedule 1, Appendix 1. The parties agree that each of the sub-processors
detailed in Annex 1 (as updated from time to time) are deemed to be approved under this paragraph by the
Customer.

5.2. Prior to disclosing any Personal Data to any Liftshare Group Affiliates or to a sub-processor, Liftshare Group
must have in place with such third party a written agreement which addresses data protection.

5.3. Liftshare Group will remain directly accountable and liable to the Customer for the acts and omissions of
any sub-processors at all times.
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1.12. Each party warrants that for the duration of the Agreement that it will implement administrative, technical and physical
safeguards sufficient to ensure the security and confidentiality, and protect against the unauthorised or accidental
destruction, loss, alteration, use, or disclosure, of Shared Personal Data and other records and information of Data Subjects
and to protect against anticipated threats or hazards to the integrity of such information and records. This may include
pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems
and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an
incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it.

1.13. Upon the Data Discloser’s request, the Data Receiver must promptly provide the Data Discloser with sufficient information
to be able to ensure that the Data Receiver has taken the necessary security measures under paragraph 1.12.

2. DATA RECEIVER OBLIGATIONS
2. The Data Receiver acknowledges and agrees that where it Processes Shared Personal Data relating to Data Subjects under
the Agreement it shall:
21.1. ensure that all Personal Data it receives, stores and collects is Processed in accordance with this Schedule 2,
Appendix 1 and the Purpose;
21.2. promptly carry out any written request from the Data Discloser requiring the Data Receiver to amend, transfer or
delete the Personal Data or any part of the Personal Data;
21.3. maintain complete and accurate records of its Processing activities and provide these to the Data Discloser
promptly upon request;
21.4. where required by Data Protection Laws, appoint a Data Protection Officer and provide their contact details to
the Data Discloser;

21.5. not use the Personal Data in any manner other than for the Purpose;
2.1.6. not retain any Personal Data for any longer than is necessary for the Purpose;
21.7. not make any changes to its security measures that would increase the risk of unauthorised access to, use of, or

disclosure of, the Personal Data;

21.8.  ensure that:

21.8.1. its employees and agents will be required, as a condition of employment or retention, to protect all
Personal Data in the Data Receiver's possession or otherwise acquired by or accessible to the Data
Receiver;

21.8.2. its employees and agents who will be provided access to, or otherwise come into contact with, Personall
Data, will receive appropriate training relating to the protection of Personal Data;

2.1.8.3. it will maintain appropriate access controls, including, but not limited to, limiting access to Personal Data
to the minimum number of the Data Receiver's employees and agents who require such access for the
Purpose; and

2.1.8.4. it will impose appropriate disciplinary measures for violations of its information security policies and
procedures;

2.1.9. not disclose Personal Data unless it is authorised under this Schedule 2, Appendix 1 and immediately notify the
Data Discloser where it becomes aware that a disclosure of Personal Data may be required by law. The Data
Discloser may, at its own expense, exercise such rights as it may have under law to prevent or limit such
disclosure; and

2.1.10. cooperate and liaise with the relevant supervisory authority for applicable Data Protection Laws (which is the
Information Commissioners Office in the UK).

3. BREACH NOTIFICATION

3.1. The parties agree to provide reasonable assistance as is necessary to each other to facilitate the handling of any Data
Security breach in an expeditious and compliant manner.

3.2. Each party (“Breached Party”) agrees to notify the other party whenever it reasonably believes that any Shared Personall
Data, or information or other material that can be used to access Shared Personal Data, in any form or on any media, may
have been accessed, acquired, modified, used, or disclosed by any unauthorised person, by any person in an unauthorised
manner, or for an unauthorised purpose (“Breach”).

3.3. The Breached Party shall provide this notice to the other party immediately, which in no event shall be longer than 24
hours after having reason to believe that a Breach may have occurred.

Business Terms & Conditions

for work mobilityways

© 2021 | Legal Terms by Cracknell Law | lllustration & Design by Visual Legals 29



3.4. After providing such notice, the Breached Party will investigate the Breach, take all necessary steps to eliminate or contain
the exposures that led to such Breach, and keep the other party advised of the status of such Breach and all matters
related thereto. The Breached Party further agrees to provide all reasonable assistance requested by the other party in
the furtherance of any investigation, correction, and/or remediation of any such Breach, including, but not limited to,
providing any notification that the other party may determine appropriate to send to individuals impacted or potentially
impacted and/or providing any credit monitoring or identity protection services that the other party deems appropriate
to provide.

3.5. Unless otherwise required by Data Protection Laws, prior to giving notice to any regulatory authority, any individual, or any
third party of any actual or potential Breach, the Breached Party will consult with the other party.

4. SUB-PROCESSING

4. The Data Receiver must take reasonable steps to select and retain sub-processors who maintain appropriate security
measures to protect the Personal Data in a consistent manner to the Agreement and applicable Data Protection Laws.

4.2. Prior to disclosing any Shared Personal Data to any Data Receiver Affiliates or to a sub-processor, the Data Receiver must
have in place with such third party a written agreement that includes materially similar obligations as those in this
Schedule 2, Appendix 1, to the extent commercially practicable.

4.3. The Data Receiver will remain directly accountable and liable to the Data Discloser for the acts and omissions of any sub-
processor at all times.

5. ASSISTANCE
5.1. Itis acknowledged that either party may receive:
5.1.1. a subject access request (or purported subject access request);
5.1.2. a request to rectify, block, port or erase any Personal Data;
5.1.3. other requests, complaints or communications relating to either party’'s obligations under Data Protection Laws;
5.1.4. any communication from the Information Commissioner or any other regulatory authority in connection with
Personal Data Processed under the Agreement; or
5.1.5. arequest from any third Party for disclosure of Personal Data where compliance with such request is required or
purported to be required by law.

5.2. The parties agree to provide reasonable assistance as is necessary to each other to enable them to comply with any
notice or request for information request under paragraph 5.1, including promptly providing the other party:

5.21. with full details and copies of the complaint, commmunication or request;

5.2.2.  with such assistance as is reasonably requested by the other party to comply with a Data Subject access request
within the relevant timescales set out in Data Protection Laws;

5.2.3. atits request, with any Personal Data it holds in relation to a Data Subject; and

5.2.4. with assistance as requested by the other party with respect to any request from the Information Commissioner’s
Office, or any consultation by the other party with the Information Commissioner's Office.

5.3. The party’s Representatives are responsible for maintaining a record of any notices or requests for information under
paragraph 5.1, the decisions made and any information that was exchanged. Records must include copies of the notice
or request for information, details of the data accessed and shared and where relevant, notes of any meeting,
correspondence or phone calls relating to the request.

5.4. Upon request, each party shall provide the other party with reasonably requested information within a reasonable
timeframe to demonstrate its compliance with this Schedule 2, Appendix 1.

6. DATA TRANSFERS
6.1. The Data Receiver agrees not to transmit any data or information to a country or territory outside the United Kingdom
and/or European Economic Area unless it can ensure that the following conditions are fulfilled:
6.1.1. the Data Receiver has provided appropriate safeguards under Data Protection Laws in relation to the transfer;
6.1.2.  Data Subjects have enforceable rights and effective legal remedies; and
6.1.3.  the Data Receiver complies with its obligations under Data Protection Laws by providing an adequate level of
protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the
Data Discloser in meeting its obligations).

6.2. Atthe Data Discloser’s request, the Data Receiver and any Data Receiver Affiliates will enter into a written agreement that
includes obligations that are at least as broad in scope and as restrictive as those in this Agreement with the Data
Discloser that incorporates a suitable international data transfer agreement to allow Personal Data to be transferred by
the Data Discloser to the Data Receiver and Data Receiver Affiliates.
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7. DATA AUDITS

7.]1.  Upon the Data Discloser’s request, the Data Receiver will provide reasonable supporting documentation regarding its data
safeguards as well as business continuity and recovery facilities, resources, plans, and procedures.

7.2. Upon reasonable notice to the Data Receiver, the Data Receiver will permit the Data Discloser, its auditors, designated
audit representatives, and regulators, including data protection authorities, during normal business hours, to audit and

inspect:
7.2.1. the Data Receiver’s facilities where Personal Data is Processed;
7.22. any computerised systems used to Process Personal Data; and

7.2.3. the Data Receiver’s security practices and procedures, data protection practices and procedures, and business

continuity and recovery facilities, resources, plans, and procedures. The audit and inspection rights hereunder
will be, at a minimum, for the purpose of verifying the Data Receiver's compliance with this paragraph 7 and
applicable Data Protection Laws.

8. DIRECT RESPONSIBILITIES

8.1. Nothing in this Schedule 2, Appendix 1 shall relieve either party of its own direct responsibilities and liabilities under Data
Protection Laws.

8.2. The Data Receiver acknowledges that it may be subject to investigative and corrective powers of supervisory authorities
under Data Protection Laws. If the Data Receiver fails to meet its obligations under Data Protection Laws, then it may be
subject to significant financial penalties and may have to pay compensation.

4. The parties will agree the Purpose of the Processing of Personal Data in this Schedule 2, Appendix 1in good
faith.

5. The parties shall in good faith seek to agree to implement a process whereby the below table will be made
available to Data Subjects and the circumstances where this will be provided.

6. The parties agree to review and update the below table in good faith as reasonably required from time to
time.

Purpose Description Details

Subject matter of the Processing

The provision of Liftshare Services relating to the journey
matching services via the Liftshare Platform.

What date will sharing commence

At the commmencement of the provision of Liftshare Services.

Categories of Data Subject

Customer employees including officers, volunteers,
contractors agents and temporary workers.

Type of Personal Data (what categories are being
shared)

Name, address, email, journey details, vehicle registration.

Is there any sensitive/special categories of Personal
Data being shared

N/A

Lawful grounds for sharing (if using consent, has it
been collected and recorded correctly)

Contractual necessity for Liftshare Members and Legitimate
Interests for Pending Liftshare Members.

Duration of the Processing

For Liftshare Members - the duration that the relevant data
subject is a Liftshare Member.

For Customer Administrators and Pending Liftshare
Members — the duration of this Agreement.

Data Retention Period

A period of 24 months in accordance with the Liftshare
Group Data Retention Policy, and such other period stated
in the Customer’s data retention policies.
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